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1. Introduction

Operating Systems (OS) are fundamental components of modern computing, acting as
intermediaries between hardware and software. They provide an essential framework
for managing computing resources, executing applications, and facilitating user
interaction with devices. OS play a crucial role in ensuring stability, security, and
efficiency, making them a cornerstone of IT infrastructure in both personal and
enterprise environments (Silberschatz et al., 2020).

This report examines key OS functions, explores the usage of command-line interfaces
(CLI) in Windows and Linux, and delves into scripting techniques for automation. The
objective is to provide a comprehensive understanding of how these tools enable
system administrators and users to manage, optimize, and automate system processes
effectively. The report is supplemented with practical demonstrations, including
screenshots and script examples.

2. Key Functions of General Operating Systems

Operating Systems perform several critical functions to ensure efficient system
operation. These include:

« Process Management: The OS manages processes by scheduling tasks,
allocating CPU time, and handling process synchronization. Efficient process




management ensures smooth multitasking and system stability (Silberschatz et
al., 2020). For example, using the Task Manager on Windows or the top
command on Linux provides insights into CPU and memory utilization by each
process.

Task Manager % Type a name,

Processes

Task Manager Summary

Task Manager is a built-in Windows tool that shows what apps, processes, and
services are currently running on your computer. It's helpful for:

Monitoring performance (CPU, memory, disk, network usage)
Closing unresponsive programs

Managing startup programs

Checking what’s running in the background

Viewing user sessions and system resource usage

How to Open Task Manager
Methods:

Keyboard shortcut:
Ctrl + Shift + Esc

Right-click taskbar:
Select Task Manager




. Start menu search:

Type "Task Manager" and hit Enter

. Ctrl + Alt + Delete screen — Select Task Manager

How to Use Task Manager

1. Processes Tab

View and end tasks/programs

Right-click any process — End task to force close it

Check what's using the most CPU, memory, or disk

2. Performance Tab

Real-time graphs for CPU, Memory, Disk, GPU, and Network
Useful for diagnosing slowdowns

3. App History Tab

See resource usage over time for apps (mostly for Windows Store apps)
4. Startup Tab

Manage programs that launch on boot

Right-click — Enable/Disable to change startup behavior

5. Users Tab

See logged-in users and their resource usage

6. Details Tab

Advanced info on each process (PID, status, CPU use)
Right-click for more control like setting priority or affinity

7. Services Tab

View running services

Right-click to Start, Stop, or Restart a service

Memory Management: It dynamically allocates and deallocates RAM to
processes, manages virtual memory, and optimizes paging technigues to




enhance performance and prevent memory leaks (Tanenbaum & Bos, 2015).
Virtual memory allows systems to compensate for shortages of physical memory
by temporarily transferring data from RAM to disk storage.

Command Prompt (CMD) — Summary

Command Prompt, also known as CMD, is a command-line interpreter for
Windows OS. It lets users interact with the system using text commands to
perform various tasks like navigating files, running programs, or troubleshooting.

Launch it:
Press Windows + R, type cmd, and hit Enter
OR search "Command Prompt" in the Start Menu.

Common Uses:
o File and folder navigation
o Running scripts or programs
o System diagnostics and repairs

o Network commands

Basic CMD Commands — How To

1. Navigate Files and Folders
Command What It Does
dir Lists files/folders in current dir

cd foldername Enters a folder




Command What It Does

cd .. Moves up one folder level

cd\ Goes to the root directory

2. Create, Delete, Rename Files/Folders

Command What It Does

mkdir NewFolder Creates a new folder

del filename.txt Deletes a file

rmdir FolderName /s /q Deletes folder & contents (carefull)
rename old.txt new.txt Renames a file

3. System Info and Network

Command What It Does

ipconfig Shows |IP address and network info
ping google.com Checks if internet connection is active
systeminfo Shows detailed PC info

tasklist Lists running processes

chkdsk Checks disk for errors

4. Useful Tools

Command What It Does
cls Clears the screen
exit Closes Command Prompt

help Lists all available commands




Command What It Does

command /? Shows help for a specific command

File System Management: The OS organizes data through hierarchical directory
structures, manages file permissions, and provides access control to prevent
unauthorized modifications (Stallings, 2018). File Explorer in Windows and the Is
-l command in Linux show file details, ownership, and permissions.

HARDWARE
CPU, Memaory, Hardrive

l

OPERATING 5YSTEM
Windows, Apple OS, Linux

l

END USER

File Management — Summary

File management is the process of handling, organizing, and maintaining files and
folders on a computer or digital system. It helps keep data accessible, secure, and
efficient to retrieve and use.

Key Concepts:

Files: Individual documents, images, videos, programs, etc.
Folders (Directories): Containers to organize multiple files and subfolders.

File Paths: The location of a file or folder (e.g.,
C:\Users\Name\Documents\File.txt)

File Extensions: Suffixes that define file types (e.g., .docx, .jpg, .pdf)

Storage Options: Local drives, cloud storage (Google Drive, OneDrive), external
drives.

How To: Manage Files Effectively




1. Organize with Folders

« Create a clear folder structure based on categories like work, personal, school,
media, etc.

« Use subfolders for specific projects or topics (e.g., Work > Project_A > Reports).
2. Name Files Clearly
« Use descriptive names that make files easy to find (e.g., Invoice_2025_April.pdf)
« Avoid vague names like doc1.docx or image123.jpg.
3. Use Consistent Naming Conventions
« Date format: YYYY-MM-DD (e.g., 2025-04-07_MeetingNotes)

« Use underscores or dashes instead of spaces for better compatibility across
systems.

4. Regularly Backup Your Files

« Use cloud services like Google Drive, Dropbox, or OneDrive.

s Or, backup to external hard drives or USBs.
5. Delete or Archive Old Files

« Remove duplicates or outdated versions.

« Archive important files into ZIP folders or move to an "Archive" folder.
6. Search and Tag (Optional)

« Use built-in OS tools to search by name, type, or date.

« Some systems allow tagging files for quicker categorization.

Bonus Tips:
« Set a weekly or monthly time to clean and organize.

« Use software tools like file managers (e.g., Windows Explorer, macOS Finder,
or apps like Total Commander or FileZilla).

« Use version control tools (like Git) for coding or document tracking.




« Device Management: |t facilitates communication between software and
hardware components via device drivers. The OS ensures that peripherals such
as printers, USB drives, and network cards function correctly within the system
(Russinovich et al., 2021). For instance, the Device Manager in Windows shows
all installed hardware and associated drivers.
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Summary of Device Manager

Device Manager is a built-in Windows tool that lets you view and manage the
hardware connected to your computer. It shows a categorized list of all recognized
devices—like keyboards, mice, network adapters, display drivers, and more.

You can use it to:

« Check if hardware is working properly
« Update drivers

« Enable or disable devices

« Uninstall or roll back drivers




View hardware properties and details

How To Use Device Manager

1
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. Open Device Manager
Press Windows Key + X and select Device Manager

OR: Press Windows Key + R, type devmgmt.msc, and hit Enter

. View Devices

You'll see a list organized by hardware category (e.g., Display adapters, Network
adapters).

Click the > arrow next to a category to expand it.

. Check Device Status
Right-click a device > Properties

Under the General tab, check the Device status box for any issues.

. Update Drivers
Right-click a device > Update driver
Choose:
o Search automatically (lets Windows find drivers online)

o Browse my computer (for manual installation)

. Enable / Disable a Device

Right-click the device > select Enable device or Disable device

. Uninstall a Device

Right-click > Uninstall device




For a clean reinstall, check Delete the driver software for this device if
available

7. Roll Back a Driver
« If an update caused issues:

o Right-click > Properties > Driver tab > Roll Back Driver (only if
available)

« Security & Access Control: Modern OS employs authentication protocols,
encryption, and firewall mechanisms to protect against malware, data breaches,
and cyber threats. These security features play a vital role in system integrity and
user data protection (Nemeth, 2017). Linux utilizes user groups and permission
flags, while Windows provides centralized access control via Active Directory.

BE Control Panel

Adjust your computer’s settings

c System and Security
h Network and Internet

&=, Hardware and Sound

B

Control Panel - Summary

The Control Panel in Windows is a central hub for managing system settings and
configurations. It allows users to customize the appearance and functionality of their

computer, manage hardware, install or uninstall programs, and control user accounts
and system security.

How to Open Control Panel

Method 1: Search




1. Click the Start button or press the Windows key.

2. Type “Control Panel” in the search box.

3. Click the Control Panel app from the results.

Method 2: Run Command

1. Press Windows + R to open the Run dialog.

2. Type control and press Enter.

Method 3: File Explorer
1. Open File Explorer.

2. In the address bar, type Control Panel and press Enter.

Key Features in Control Panel

Feature

System and Security

Network and Internet

Hardware and Sound

Programs

User Accounts

Appearance and
Personalization

Clock and Region

Ease of Access

Tips

Description

Manage system settings, Windows updates, and
firewall.

Set up network connections, Wi-Fi, and internet
options.

Manage printers, devices, sound settings, and power
options.

Uninstall or change installed programs and Windows
features.

Change account types, passwords, and manage family
settings.

Adjust screen resolution, themes, and taskbar settings.

Set time, date, and regional formats.

Accessibility options for easier computer use.




« Use the View by: dropdown (top right corner) to switch between Category,
Large icons, or Small icons for easier navigation.

« Consider using Settings (the newer interface) in Windows 10/11 for modern
features.

Screenshots demonstrated by Task Manager, File Explorer, and Command Prompt
functionalities will be included to illustrate these key functions in real-world scenarios.

3. Use of Windows OS CLI Commands

The Windows Command Line Interface (CLI) is an essential tool for administrators and
advanced users, offering powerful system management capabilities beyond the
graphical interface. CLI commands are used for troubleshooting, configuration, and
automation. Some essential Windows CLI commands include:

1. dir - Lists directory contents, showing file and folder details.

2. cd - Changes the current directory, allowing navigation through the file system.

3. ipconfig - Displays network configuration details, including IP addresses and
default gateways.

4. ping - Tests connectivity to other network devices or websites.




tasklist - Displays all active processes running on the system.
taskkill - Terminates specific processes by name or process ID.

systeminfo - Provides comprehensive OS details, including installed updates.

e N o o

netstat - Displays active network connections and their status.

9. chkdsk - Scans and repairs disk errors, ensuring data integrity.

10.shutdown - Automates system shutdown and restart functions.

11.wmic - Displays system information.




12.sc query - Displays the status of system services.

13.getmac - Shows MAC address of network interfaces.

14 .fsutil - Manages file system tasks.

Each command plays a role in managing system resources, enhancing troubleshooting,
and ensuring network stability (Minasi, 2017). Screenshots will be provided to
demonstrate these commands in action, showcasing both the command syntax and the
resulting output.

4. Use of Linux OS CLI Commands

The Linux CLI provides a powerful environment for managing files, monitoring system
performance, and executing administrative tasks. Linux commands are particularly
useful in server environments, where graphical interfaces are not always available
(Nemeth, 2017). Some frequently used Linux commands include:

1. Is - Lists contents of a directory, showing file permissions and sizes.

localhost:~# 1s h
bench.py hello.c hello.js readme.txt

ocalhost:~# |

2. cd - Navigates through directory structures.

3. pwd - Displays the current working directory.




4. grep - Searches for specific text patterns within files.
5. cat - Displays file contents or merges multiple files.

6. ps - Lists active processes running on the system.

localhost:~# ps

PID USER TIME COMMAND

root 09:01 {init} /bin/sh /sbin/init
root :00 [kthreadd]
root :00 [kworker/0:0]
root :00 [kworker/@:0H]
root 100 [kworker/u2:0]
root :00 [mm_percpu wq]
root :00 [ksoftirqd/0]
root :00 [kdevtmpfs]
root :00 [oom_reaper]
root :00 [writeback]
root :00 [kcompactd@]
root :00 [crypto]

root :00 [bioset]

root :00 [kblockd]

root :00 [kworker/@:1]
root :00 [kswapd@]

root :00 [bioset]

root :00 [khved]

root :00 [bioset]

root :00 [bioset]

root :00 [bioset]

root :00 [bioset]

root :00 [bioset]

root :00 [bioset]

root :00 [bioset]

root :00 [bioset]

root 00 settime -d /
root :00 dhcpcd -g
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7. kill - Terminates specified processes.

8. df - Displays available disk space and usage statistics.

9. top - Monitors real-time system resource usage, including CPU and RAM.
10.chmod - Modifies file and directory permissions for access control.
11.uptime - Displays system uptime.

localhost:~# uptime

12:22:33 up 1 min, load average: 0.00, 0.00, .00

12.htop - Interactive process viewer (Ubuntu users may need to install it).

13.Iscpu - Displays CPU architecture information.




14.du - Shows disk usage statistics.

localhost:~# du

.cache/mozilla/firefox/yshbbsxi.default

.cache/mozilla/firefox/jdk7jsk5.default-default/cache2/entries

.cache/mozilla/firefox/jdk7jsk5.default-default/cache2

.cache/mozilla/firefox/jdk7jsk5.default-default/startupCache

.cache/mozilla/firefox/jdk7jsk5.default-default/OfflineCache

.cache/mozilla/firefox/jdk7jsk5.default-default/thumbnails

.cache/mozilla/firefox/j4k7jsk5.default-default/safebrowsing/googled

.cache/mozilla/firefox/jdk7jsk5.default-default/safebrowsing

.cache/mozilla/firefox/jdk7jsk5.default-default

.cache/mozilla/firefox

.cache/mozilla

.cache

.mozilla/systemextensionsdev

.mozilla/extensions

.mozilla/firefox/yshbbsxi.default

.mozilla/firefox/jd4k7jsk5.default-default/sessionstore-backups

.mozilla/firefox/jdk7jsk5.default-default/saved-telemetry-pings

.mozilla/firefox/j4k7jsk5.default-default/bookmarkbackups

.mozilla/firefox/j4k7jsk5.default-default/extensions
./.mozilla/firefox/jdk7jsk5.default-default/storage/permanent/chrome/idb

/J876112724rsegmn01ttet es.files
./.mozilla/firefox/jdk7jsk5.default-default/storage/permanent/chrome/idb

/J5612888495dh11e files
./.mozilla/firefox/j4k7jsk5.default-default/storage/permanent/chrome/idb

/165711459§Amcat91rvt15ty files
./.mozilla/firefox/jdk7jsk5.default-default/storage/permanent/chrome/idb

/1451J18868ntouromlalnodry——epcr.flles
./.mozilla/firefox/j4k7jsk5.default-default/storage/permanent/chrome/idb
.f.mozilla/firefox/j4k7jsk5.default-default/storage/permanent/chrome

-/
-/
-/
-/
-/
-/
-/
-/
-/
o
-/
-/
-/
-/
-/
-/
-/
-/
-/.m

15.whoami - Displays the current user.

These commands empower Linux users to maintain system efficiency, automate tasks,
and troubleshoot issues (Shotts, 2019). Screenshots illustrating command execution
and output will be included.

5. Use of Windows OS Scripts

Windows scripting, through Batch and PowerShell, enhances system administration by
automating repetitive tasks. PowerShell is particularly powerful, offering advanced
scripting capabilities and deep integration with Windows API (Minasi, 2017). Example
PowerShell scripts include:




Get-ComputerInfo | Select-Object OSName, OSVersion, WindowsBuild

Get-Service | Select-Object DisplayName, Status

Get-PSDrive -PSProvider FileSystem

Get-NetAdapter

Get-EventLog -LogName System -Newest 5

These scripts can be run individually or combined into larger workflows. For example, a
system maintenance script might collect system info, check service status, and log disk
space usage into a file. Adding error handling and conditional logic (e.g., using if
statements) further increases script robustness.

Screenshots showcasing script execution will be provided, along with commentary on
each script’'s purpose and output.

6. Use of Linux OS Scripts

Bash scripting is a powerful tool for automating tasks in Linux. Scripts can be used for
system monitoring, task automation, and configuration management (Shotts, 2019).
Example Bash scripts:




echo " tem Uptime:"
uptime

netstat -tulnp

echo "Memory Usage:"™
free -h

tar -czvf backup_$(date +%F).tar.gz /home/user/Documents

elcome to Fedora 33 (riscv64d)

[root@localhost ~]# #!bin/bash
[root@localhost ~]# 1s

bench.py hello.c

[root@localhost ~]# poolTest.go
sh: poolTest.go: command not found
[root@localhost ~]# mkdir linux
[root@localhost ~]# 1s

bench.py hello.c

[root@localhost ~]#

7. Conclusion

This report has provided an in-depth analysis of key Operating System functions,
command-line utilities, and scripting techniques in Windows and Linux. Through CLI




commands, users can efficiently manage files, processes, and network configurations.
Scripting enhances automation, reduces manual workload, and improves system
reliability. Understanding OS functions, CLI commands, and scripting languages is
crucial for IT professionals, as these tools empower them to optimize system
performance, automate tasks, and troubleshoot issues effectively.

Looking ahead, these skills form the foundation of more advanced fields such as cloud
computing, cybersecurity, and DevOps, where automation and system control are
essential. Continued practice with CLI and scripting not only improves technical
proficiency but also prepares individuals for more complex real-world IT scenarios.
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9. Appendices
« Appendix A: Tutorial Activity — OS Types from OS Tutorial 1.
OS Tutorial Activities Log




OS Tutorial Activities
Tutorial 1

1. How will Al And Quantum computing change the world?

“Quantum Al could help scientists discover new drugs faster, predict market trends
more accurately, and even create better climate models. But it also brings
challenges: job displacement, ethical concerns about surveillance, and even breaking
today's encryption methods.” — Google

2. Research and define different types of OS's used today. 300 - 400 words
(This goes into the appendix of the report)

Conventional desktop and laptop computers are the main devices that run general
operating systems like Windows or MacOS. The GUI is designed to work with point-and-
click devices like keyboards and mice.

Mostly seen on smartphones and tablets, mobile operating systems like iOS and
Android are small and light. The GUI was designed with touch-based input in mind.

Linux and other network operating systems provide a high degree of scalability, security,
and dependability. It is capable of operating for a long time without requiring a reset.
Free to use, open-source software permits customization and alteration. integration
and compatibility with a large variety of hardware and software systems.

Tutorial 2 L Cur) ~

1. Viewing Currently running processes

Using Task Manager:

« Appendix B: Lecture Activities — Answers and activity logs.

OS Lecture Activity log
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« Appendix C: Certified Course Evidence — Screenshots of completion from
online courses.
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